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A study on vulnerability analysis and incident response methodology
based on the penetration test of the power plant’s main control systems
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ABSTRACT

DCS (Distributed Control System), the main control system of power plants, is an automated system for enhancing operational
efficiency by monitoring, tuning and real-time operation. DCS is becoming more intelligent and open systems as Information
technology are evolving. In addition, there are a large amount of investment to enable proactive facility management,
maintenance and risk management through the predictive diagnostics.

However, new upcoming weaponized malware, such as Stuxnet designed for disrupting industrial control system(ICS), become
new threat to the main control system of the power plant. Even though these systems are not connected with any other outside
network. The main control systems used in the power plant usually have been used for more than 10 years. Also, this system
requires the extremely high availability (rapid recovery and low failure frequency). Therefore, installing updates including
security patches is not easy. Even more, in some cases, installing security updates can break the warranty by the vendor’s policy.
If DCS is exposed a potential vulnerability, serious concerns are to be expected. In this paper, we conduct the penetration test
by using NESSUS, a general-purpose vulnerability scanner under the simulated environment configured with the Ovation version
1.5. From this result, we suggest a log analysis method to detect the security infringement and react the incident effectively.
Keyword : DCS security, log analysis, vulnerability analysis, penetration test, incident response
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Server oller
Backdoors|Backdoors ¢} ) ¢] 0
CISCO o
SOLARIS ¢}
(O]
Default Unix o
Accounts
Windows 0
Databases|Databases
DoS DoS o ) ¢]
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. . Famil lug-i Risk
B Plugins D~B OWS Contr Switch amily plug-in is
Server oller 10180 (1) - Ping the remote host I
FTP FTP e] 0 0 10223 (1) - RPC portmapper Service I
. Detection
Gain a shall -
remotely o o o o 10281 (1) - Telnet Server Detection I
Network 10884 (1) - Network Time Protocol (NTP) I
etwork |General o o O O Server Detection
RPC ] ] ] o 11936 (1) - OS Identification I
Service 17975 (1) - Service Detection (GET request) | I
O O O O
detection
SNMP [e] le] le] le] . )
Table 7. The vulnerability list of controller
Table 6. The vulnerability list of DB server Family plug-in Risk
Family olugin Risk g’a‘?k/ 14274 (182) - Nessus SYN Scanner I
oor
10833 (1) - CDE Subprocess Control Service FTP/ X
(@ismed)) Dtieetion I Dog  |10180 (1) - Ping the remote host I
10884 (1) - Network Timg Protocol (NTP) I 14274 (182) - Nessus SYN Scanner I
Server Detection -
11154 (1) - Unknown Service Detection: LI () = JCLAte Tlmestamp Request Remote I
\ I Date Disclosure
Banner Retrieval
11367 (1) - Discard Service Detection I Net |10281 (1) - Telnet Server Detection I
work i

11819 (1) - TFTP Daemon Detection

11936 (1) - OS Identification

10287 (1) - Traceroute Information

Net 10884 (1) - Network Time Protocol (NTP) I
work [12053 (1) - Host Fully Qualified Domain I Server Detection
ety 1Bl ion 11936 (1) - OS Identification
17975 (1) - Service Detection (GET request) | I
25220 (1) - TCP/IP Timestamps Supported I
35296 (1) - SNMP Protocol Version Detection| I Table 8. The vulnerability list of operator console
40448 (1) - SNMP Supported Protocols I
Detection Family plug-in Risk
53335 (1) - RPC portmapper (TCP) ! 10335 (15) - Nessus TCP scanner I
54615((1) _ Dev/lce Type I 11111 (6) - RPC Services Enumeration I
11901(1) - TCP/IP Multicast Address - :
Handling Remote DoS M 22964 (4) - Service Detection 1
14274(182) - Nessus SNMP Scanner 1 10736 (2) - DCE Services Enumeration I
11111 (33) - RPC Services Enumeration I 10150 (1) - Windows NetBIOS / SMB Remote I
22964 (11) - Service Detection I doalt Tfmmueiom Dilselloste
10263 (2) - SMTP Server Detection I DoS |10180 (1) - Ping the remote host I
10092 (1) - FTP Server Detection I 10223 (1) - RPC portmapper Service I
10180 (1) - Ping the remote host I Detection
DoS 10223 (1) - RPC portmapper Service ; 10884 (1) - getwm'”k Time Protocol Server I
Detection &letectlon : :
10281 (1) - Telnet Server Detection I 11011 (1) - Mlcros_oft Windows SMB Service I
Detection
10884 (1) - Network Time Protocol (NTP) , 11936 (1) - OS Identification [
Server Detection 54586 (1) - Multiple Vendor RPC portmapper M
Access Restriction Bypass
11936 (1) - OS Identification I 11219 (14) - Nessus SYN scanner I
— 17975 (1) - Service Detection (GET request) | I 11111 (6) - RPC Services Enumeration I
ac _
door/ 14274 (183) - Nessus SNMP Scanner I 29964 (4) - Service Detection I
Fng/ 10180 (1) - Ping the remote host I Net (10180 (1) - Ping the remote host I
work 110223 (1) - RPC portmapper Service
14274 (184) - Nessus SNMP Scanner I Detection I
;;Hi (§3) _ RPC'Services Enumeration I 10287 (1) - Traceroute Information 1
DB i (U8 e Ve - ! 10884 (1) - Network Time Protocol Server
10263 (2) - SMTP Server Detection I Detection I
10092 (1) - FTP Server Detection I 10919 (1) - Open Port Re-check 1
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Family plug-in Risk Supported
11936 (1) - OS Identification I Dos RN (1) - Ping the remote host I
12053 (1) - Host Fully Qualified Domain I 11219 (4) - Nessus SYN scanner !
Name Resolution Back 110180 (1) - Ping the remote host I
45590 (1) - Common Platform Enumeration I door/
(CPE) FTP [11219 (4) - Nessus SYN scanner 1
53335 (1) - RPC portmapper (TCP) I
54615 (1) - Device Type I
4.2.1 DB Servere| Fx =M
[H) NFS Share User Mountable
Configure NFS on the remote host so that only
0s = authorized hosts can mount the remote
11219 (14) - Nessus SYN scanner 1 shares.
10736 (2) - DCE Services Enumeration I
11011 (1) - Microsoft Windows SMB Service The remote NFS server should prevent mount
Deteetion I requests originating from a non-privileged
10180 (1) - Ping the remote host I port.
10150 (1) - Windows NetB!OS /.SMB Remote I ¢ NFS An]2~ 83843 o3 0 NO (B
Host Information Disclosure Lo olsl =l o
Back [14274 (183) - Nessus SNMP Scanner I e SlE 28]
[?TOIF-’/ 10180 (1) - Ping the remote host I ¢ NFS A4 ool digh <2 A 444

Table 9. The vulnerability list of Network Switch

Family plug-in Risk
10882 (1) - SSH Protocol Version 1 Session
. M
Key Retrieval
35291 (1) - SSL Certificate Signed using M
Weak Hashing Algorithm
42873 (1) - SSL Medium Strength Cipher M
Suites Supported
51192 (1) - SSL Certificate Cannot Be
M
Trusted
57582 (1) - SSL Self-Signed Certificate M
22964 (5) - Service Detection 1
11219 (4) - Nessus SYN scanner I
10114 (1) - ICMP Timestamp Request I
Remote Date Disclosure
Net 10267 (1) - SSH Server Type and Version
work . 1
Information
10281 (1) - Telnet Server Detection I
10287 (1) - Traceroute Information
10863 (1) - SSL Certificate Information 1
10881 (1) - SSH Protocol Versions Supported| I
11936 (1) - OS Identification 1
21643 (1) - SSL Cipher Suites Supported I
42980 (1) - SSL Certificate Expiry - Future
< s I
Validity
45590 (1) - Common Platform Enumeration I
(CPE)
54615 (1) - Device Type 1
56984 (1) - SSL / TLS Versions Supported | I
62563 (1) - SSL Compression Methods 1

YES (750)
* NFS & 3 v g & A4 2 A2 4
& 444 © NO o AR A
[H) SNMP Agent Default Community Name
(public)

Disable the SNMP service on the remote host
if you do not use it.

Either filter incoming UDP packets going to
this port, or change the default community
string.

& 239983 SNMP AMu]2= F5 oF © NO
¢ SNMP community string #+e] £3H4d
= o NO = ANRE AL}

(M) TCP/IP Multicast Address Handling Remote
DoS(spank.c)

Contact your operating system vendor for a
patch.

Filter out multicast addresses (224.0.0.0/4)

& A Hobdx] 2 wic]e] wel dvAle) A4
o] % : Partially

M) RPC bootparamd Service Information Disclosure

Filter incoming traffic to prevent connections to
the portmapper and to the bootparam daemon,
or deactivate this service if you do not use it.

¢ RPC AH]2= AA 4% @ NO (A" 4
t}=2] RPC AH] 2~ Z4))

(M) RPC rusers Remote Information Disclosure

Disable this service if not needed.




B K § 38R

(2014. 4) 305

[M) NFS Exported Share Information Disclosure

Configure NFS on the remote host so that only
authorized hosts can mount its remote shares

(L) X Display Manager Control Protocol Detection

Disable the XDMCP if you do not use it, and do
not allow this service to run across the Internet

4.2.2 Operator Console2| F|2% 24

[C) MS Windows Task Scheduler Remote Overflow
(841873)

Microsoft has released a set of patches for
Windows 2000, XP and 2003 :

http://technet.microsoft.com/en-us/se-
curity/bulletin/ms04-022

o A Au|ad AL ofF 0 YES (sp6)

& 241 Hotfix 2§ o4 : NO = AHE Al

& vlojzg]x WAl T2 g QlEo]E {4
NO = A% A5

[C) Microsoft Windows NT 4.0 Unsupported
Installation Detection

Upgrade to a supported version of Windows.

& AlojAl 2wl B4k WA g ee]mof 2k
A 24 E7}

(M) Multiple Vendor RPC portmapper Access
Restriction Bypass

Apply the relevant patch from the referenced
documents for EMC Legato Networker, IBM
Informix Dynamic Server, or AIX.

If a different application is being used, contact
the vendor for a fix.

o ARE AR A e mE A A%
pCe) ¥A4

4.2.3 Network Switche| F|2 24

[M] SSH Protocol Version 1 Session Key Retrieval
(18882)

Disable compatibility with version 1 of the
protocol.

¢ Ovation 1.5 WA E 214317 %S

(M) SSL Certificate Signed using Weak Hashing
Algorithm (35291)

Have to the certificate reissued.

¢ Ovation 1.5 WAeIME= AH831A] o5

(M) SSL Medium Strength Cipher Suites
Supported (42873)

Reconfigure the affected application if possible
to avoid use of medium strength ciphers.

¢ Ovation 1.5 WA= 218317 S

(M) SSL Certificate Cannot Be Trusted (51192)

Purchase or generate a proper certificate for
this service.

¢ Ovation 1.5 HA & AH&slA] o2
[M) SSL Self-Signed Certificate (57582)

Purchase or generate a proper certificate for
this service.

¢ Ovation 1.5 WA E 18317 45

(L) SSL RC4 Cipher Suites Supported (65821)

Reconfigure the affected application, if possi-
ble. to avoid use of RC4 ciphers.

¢ Ovation 1.5 HAAE A23}#] 2<

SlellA] Abs i mpel 3ro] A = b 4ol A%
Ovation 1.5 MA 2] Ao A|28-2 1999 &) &4
= AFoRE dut IT 374004 HAad w2 3ok
2 s 2o A AET AT % 4 ek

w el Aol A28 Aulel 08 A%
Aol 2 vlolel 2z Qe o4
AA7E EARLEE, o)k do] Hebde EakstAx
LEAE AGaA] Tahe A} Aol
A v AL FE S 1LY 2 Q7
= 918 W8 0S8 ¥ ZREZS AL3 DCS7F 5

olF Ao ol nR, AlojA2we] FHepAlel 3t
AR} e e} AR 37 Blo] DCS =4iwH
ol 48] Hotd& AEsta, A& HpdL Al
Ad) W2 4 e Z2A|27) vk E|efof g}

w2

1_,
ol-n rui:

o 2
0o e fmopoh >

=

233
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S
J
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+ Authentication : AR} A4l 2 =s
dHe= A

» Authorization @ S¥[E H29= dHeA
Al z=’e] o3 2gle] F2he AMgxleta
MEe] 29l 5= A

+ Accounting @ Al2®lel] 219l 3 3 o]of tigk
715E Wl HA

« Audit Trail(GGHH54)
W 2aARE 58 4

T -

: Accounting3d}e]

gk AlEdEeld %ﬁf’ﬂﬂ AHEER= 0Sal
Windows Al~®l3 fd2 2739 zo]E BH
Windows A28l 21 (]8Rl E) 7} T 4535 o]
otel 7} Ak ubH AAFE 9e] An, fd 2~
L 27} Bake] 9le] Fe] B AlA7} A= Exo]
oh;]. tﬂ;q xqql_;gcﬂ /K]/\F;“Hﬂ 27 MJ,]. éx—%/g
HE 2od)F) Al AHe Statusé HAZ EaE
AR AR - fAS 25 EE g}
Ovation Al2®e] A$ WEH= 2 Controller =
Z8 Al & Error LogE DB Server® 4%
slex sle] A7 A7} General Messages %
| Display 2 it} 2% Configuration =]
U= Aol gk oefe} Ajxnw] FEle] B3k 2o
o]Zinto 2 A ~E A E Hubd o7 2= =
27k glel A Adwnle] ApAlR el A R =
7ol B gslt}l. (Fig. 10)2 Windows NT9] o|#l =

Logging®] 7483-& A 3}sle] BelFa gt

(
—

Event Viewer
EVENTVWR.EXE

Message Event Logging AP1 !
Files ADVAPI32.DLL Registry
S
Event Logging
Service ‘
EVENTLOG.EXE
I

Security Event System Event
Log File Log File

SECEVENT.EVE

Application Event
Log File

APPEVENT.EVE SYSEVENT.EVE

Fig. 10. Interaction of a Win32 program with the
event logging service (7]

Windows NT<] Event Logging Services X
= oME 20) AT FAS Eeze] At
WA AEAeR Al g 2askdze o)
27 5% WAL oleh, wR 0ok 270 4 o
Az AR e s A RS 7158 A A%

s B LR B4
SR Aslel AFES A sl 2 Erie] )
e 44T 5 )

=
QulA o7 YL o= AnE ALl A4S A H*}
WA Al 2 34 Az g AAYLL o)

T

7). AR S TP ool Al 91E
dhe 25 AR
AR AR 28 AR,
 2FelA ERAREAE AR
AF&%F‘J e AR,

H]Ql7kEl S8 o] A gleA] AR
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Aot Mmalz AL B,
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Feele SAAdA A e BalHE N —
syslogd el ola)4 2 geieeh Az vy S| g | FEE ] Description
A7k AREE AR syslogd HlEelA A vty PSP —
- lastlog lastlog
syslogd ®H&& Jetc tlHEZd EAst= adm Kb
syslog.conf s}le] AAS Felslo] Mgt A= /var/ A&0d 9 Axd s
2 7|22 2434 =Hoh Jete/syslog.conf T+ access_log hltotg/d common J?—_:L(Web)
< md(R A7)el a4 4% A2 syslogd ?
dEeld  AdHEE Axd DR narfl o lsen g el g
error_log | log/ tail —f
/etc/syslog.conf IS FHe]sle Aol 83}, httpd =2(Web)
E3] Eelelae 2ot B4kE] 9o =AY
GUI #4jo] ohlez Bela 9 Agae) Jas
2]7} ol o}, webA] A~ FeAls F8 2o v FYa(EEe]ln) AHE AREE AS Al
€9 $14 % Tt slelok shel G710 s w4 23 w4 A% 0 AU e gt
3R] Ao PURA DS ek Ak ()

[Table 10 oﬂ “‘E]—E]/\ K]iE‘gO] Zoil /p_]u:] 1:']
AN A= A2l stelct.

| System Message |

daemon mess. ‘ syslogd | (1) fvarfadm/messages
user process mess. (2) Lt & root AF2 A}
Syslogd mess. (3) /dev/console
Kernel mess. M) CIE 3AE
Etc.. m
/etc/syslog.conf
Fig. 11. principles of syslog

Table 10. The explanation of solaris log

B A A Lo
Eiwhi L] 014 =49 Description
T
ARg2Ee] Account B
utmp(x), | /var/ | w @ &2 |(FAAR)
wtmp(x) | adm |last : “#4 |- login, logout, reboot
‘:o] _,—24;(41
| /var/ ; TAAA 2 gzl
syslog log | Viomore |5 Zg ey
/var/ | . ; o
sulog vi, more |su W <& 43} 7=
adm
Jvar/ |last Zh ARk e AlsEl
e P e
(Ovation 1.5 w=4)
thi /var/ | . Alz2El ] Q153 oWl E
authlog | *) "% | vi. more |15
/var/ | . 1= =0
messages vi, more |4 HAAES 7=
adm
loinl /var/ | . |5 olake] Eql Aol
oginlog | " a1 | Vi more | 1o

7}

lastlog, Z2A|2 715, syslogell <& A4
¥ RE 20 9] Y ¥R aE FARN}

Zqldgl A28l setuide} setgid LS
F_ O

(
=

¥ Holt,
Q)

33k Al 2~gl o] nlolue] shele] WA x|9)

-5 Ehlgit)

. corn¥} at o 28 A= nE g
g},

- EHARQ Myt gleA] gl

. /etc/passwd I}do] WAH
g,

. VEH A config el A o] Eoi7}
9l%] okox] aHalgi}.

o Alz="ell AYAE AR vk 2 3o}
s =Tdo] ol=A] gl

.27 UESYA Al sle BE AxdE

ENES

o
o

=4
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-

A

gt
e olv-g

7182 el FAAEY 7 52 R deAslE
portE 8| o]Fo|A|a ST EES 71 ARZEEo]
5 AL WA glo] AMSHE 7R XERMSE 1
FAEER Aette A ultel| HekEHddA user
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T 9lem Az FeAES A Auj2 9l A
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oH ¥4 9 ek ooy o
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433 22 SHE 20 U ALY M

HI

Nessus Homefeed WA x|dsl= Z219l
g 2 A¥A3) Al Eole 27 (Ovation 1.5)
A% T 674 FrelxE](Family)¥ <dg¢=%
(Table 11)olA vehfslon ofd wpd 34 3
W 2% Ao

oﬂ,ﬂlﬂlé

Table 11. The influence of penetration testing

} DB
. SWITCH CONTROLLER sprvER| OWS
- ROOT(S) DROP | DROP | DROP | DROP | DROP |DROP
1 51 18 68 | 200 | 186
DoS | 4% |REBOOT|REBOOT|REBOOT|REBOOT| FAIL | FAIL
wome | CVEE | oV | ol | el | 14 | FAIL | FAIL
FTP - Ol | o] | o] | o] | FAIL | FAIL
DAGK L= | el | ela® | ela¥ | ol4¥ | FAIL |FAIL
0S8 oA - - - - FAIL | FAIL
DATA
BASE - - - - - | FAIL |FAIL

A7 =}
A Hé °ﬂ %7%?}04 1 F3E AEEs oY DB
Server(Solaris)®] 7% Default ¢]®dl #5o=2
AR 5ot A E 7] A 2FE
=, o]F A8 deoE s e 2ot A4
7] kol TEA Bl ozl

A A 2~8& DoS  Attacke] obd  Port
Scanning B2 2% Aol|7} HAISte] Zato] Brls)
9lom o] £ZEe]e Beby]E T8 °*°l A8
e o] i, 28EHI S HoiFe =t ¥
T ook, a71d, A4S E e A -‘ﬂﬂ 9ol &=
A 2 A RS Hriste] Esiske AAe] whEA|
dgsieh mgh AlaE AR 9 Ayl A HEEA
Clean PCE AMHS3IES 3lo] AlAgh =29
olglx Zdlﬂb As AA3] FA, 24 - 22 B}
o whE A4

= 2~ [e]
A A Taﬁ s

o

FI

APA Tl A B A Al 2~E] B} Akeko] &
U CPUE AHEgtell = ZIEE2] = DoS &4
A EAZE Ay ste] Ak 1T AwnlellA AlS-5
14 OS7F A457] o2 7o) 23] FHfdel
EEE I S ¥ glsich

Ovation 1.5 MA¢] FA|oA|2=Hlel] BT A
X % DB Server ¥ OWS(Win NT)+& 1% ©]
Fail Mode7} o] 2p4 2284 2 4 - &
27lstgd e, 53 DB Server ¥AIMHMYAl A
215 zgslo] Axg Aubdel 235 3l & &
N2 7F glol HFAIA7EA] Adshatcto] of# gl

o] 5 nekaly] e, 4 FAlle Al 2~E 2o
IDSY IPS< Z8late] A{H] AefA] v ES

A5
ol GAT 34 2 olgETsh wARAL B
3

¢

e lo r& _.VL
o

UEE glof gk}, mak gk s
2 PAEE 27 0]9)
Ax= 25 F 58
A&l Fofok 3}n, Ovation 1.5 ¥ FA)
"o = FU3HA & L-E oo} g}

t}5-2 Ovation 1.5 WAHdA HL=x] sk
71— /\]—-&x}oﬂ 0] H stﬂil _‘ixﬂ/\ 7]i£ ;q 25)=
pacct ij_jrol KR xbgj Aﬂ]ﬂ-g}o:] zlgﬂ _n_tsﬂt!ﬂ _‘__Erxc]zj,

ol F-Erk Aelsl moket

(TR - R KT ot ;L F1F

_>"‘_>"4_ulo

o
=

rr_‘TL

Table 12. DB Server pacct Log

No| w4l |Before | Dos Vlv\f)eri FTP| DB | 0S %iﬁf
1 |drvconfig O )

2 |dtexec 6] 0] O

3 |finger ) 0]

4 |get_peer 0]

5 |in.fingerd 0] O

6 |in.ftpd O O

7 |in.tftpd 6]

8 |in.uucpd ]

9 |inetd.qu (0]

10 |last 0

11 |login (6] 6]

12 |prtconf (0]

13 |rpc.ruse O ) )
14 |ss_downl 6] 6] 0] (0] 0] 6]
15 |ss_failo 0] 0] O O 0] (6]
16 [ss_query (0] (0] (0] O (6] (0]
17 |ss_switc 0] 0] O O 0]
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Zglg]~ OSE AHEskE DB Serverd] A4
A 2 2 A A= 2 915 Log(/var/adm/messages,
/usr/wdpf/log)®} (Table 12)¢] pacct Z1E A
R F3bg o Bk o {39 Ayt %
A=A 58 5 AdAAT, Operator Work
Statione.Z A3} ¢l Windows NTS AE
219 7= A" Up/Down & wiAA|7E &
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th 53] olWl A¥AF N Bl FAAE F A|2H
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