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ABSTRACT

This paper proposes an effective countermeasure to an inirinsic hardware vulnerability of the keyboard controller
that causes sniffing problem on the password authentication system based on the keyboard input string. Through the
vulnerability, some possible attacker is able to snoop whole the password string input from the keyboard even when
any of the existing keyboard protection software is running. However, it will be impossible for attackers to gather
the exact password strings if the proposed policy is applied to the authentication system though they can sniff the
keyboard hardware protocol. It is expected that people can use secure Internet commerce after implementing and applying
the proposed policy to the real environment.

Keywords : scan codes, H/'W vulnerability, sniffing, password expose, keyboard controller, internal memory
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[per [rRTO | TTO | INH| ¢/D ] svs | 18F {osrF|

HE o]
PER Parity Error

R10 Receive Time Out
170 Transmit Time Cut
INH Inhibit

C/D  [Control or Data
SYS Warm or Cold

IBF Input Buffer Full
OBF Output Buffer Full

(08 2) 7|2cHEED Mefp{XAE

[ 7 [ktm|pap]pkp] x| svs | ear | exi |

HE elgj

XLT Unused

KTM  |Keyboard Translate Mode
DAD | Disable Auxillary Device
DKD | Disable Keyboard

ALT Unused

SYS Warm or Cold

EAI Enable Auxillary Interrupt
EKI Enable Keyboard Interrupt
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1) Operation0: argument only
while (IBF) ;

while (IBF) ;
2) Operationl: reply only
while (IBF) ;

while (!OBF) ;

while {(IBF) ;

while (IBF) ;

while (!'OBF) ;

while (IBF)

Write (Somel) to Control Port ; // C/D=1, IBF=1, OBF=X(0)

Write {(Some2) to Data Port ;

Write (Somel) to Control Port ; // Cc/D=1, IBF=1, OBF=1
Read (Some2) from Data Port ;
3) Operation2: both argument and reply
Write (Somel) to Control Port
Write (Some2) to Dbata Port ;
Read (Some3} from Data Port
4) Operation3: neither argument nor reply

Write (Somel) to Control Port

// €/D=0, IBF=1, OBF=X(0)

// C/D=1, IBF=X{(0), OBF=0

; [/ ¢/bp=1, IBF=1, OBF=X(0)
// c/D=0, IBF=1, OBF=1

// ¢/D=0, IBF=X(0), OBF=0

; // c/p=1, IBF=1, OBF=X(0)
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ENTER_CRITICAL
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=X -->1 --> {, Some3

// ¢c/p

= Random ;
= Random

Operation3 with Somel = (Selected) ; // Alternatively

// ¢/D =0 -—>1
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ENTER_CRITICAL

Operation0 with Somel = (0x60+Randoml) and Some2 = RandomZ ;
// ¢/D =1 --> 0, Random2@Randoml
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// Juggling routine ; sporadically scheduled and repeated

ENTER CRITICAL
Operationl with Somel
// ¢/D =1 --> 1, Some2

EXIT CRITICAL

{0x20+Randoml) ;
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